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SOUTH FLORIDA REGIONAL TRANSPORTATION AUTHORITY 
POSITION DESCRIPTION 

 
 
Position Title:  Network Administrator 
 
General Purpose of the Position:  
 
Monitor, maintain, configure and administer all components of the SFRTA Information Technology 
infrastructure at all locations.  Perform Network and Systems Administrator’s functions including 
support, diagnostics, security, network planning and design for future growth.  Provide technical 
software, hardware, and network problem resolution. Ensure the security, quality, performance, and 
accessibility of corporate technology resources. Administer SFRTA’s network and telecommunications 
infrastructure environment to ensure uptime and provide its users with the ability to perform their tasks 
more efficiently. Support and serve as backup to the Information Technology Manager. 
 
Essential Duties and Responsibilities:  
 
Install, configure and monitor all Agency networks.  Manage performance and maintain security of the 
local area network (LAN) and wide area network (WAN). 
 
Install, certify and troubleshoot network cabling infrastructure and LAN/WAN equipment at the Agency 
offices and all of its remote locations. 
 
Identify, troubleshoot and resolve hardware-, software- and network-related problems including the 
Internet, telecommunications, desktop clients, WIFI, telephone system and servers. 
 
Optimize enterprise computing architecture by researching, recommending and implementing 
enhancements to system capabilities and performance.   
 
Install, configure and manage network services (DNS, WINS, DHCP, etc.), server-based applications 
(Exchange, Firewall, SQL, InfoView/Crystal, Anti-Virus, Anti-Spam, etc.).  
 
Provide technical support for all Agency systems, including but not limited to: Passenger Information 
System and related components; Financial Management Systems (EDEN); records management 
systems, etc. 
 
Monitor event logs for error and warning messages, and proactively address identified issues.   
 
Perform upgrades, general maintenance, database maintenance and troubleshooting of server issues that 
arise and independently resolve. 
 
Install, upgrade and evaluate new software/hardware to better improve performance of the servers and 
users.  Setup test servers and networks to evaluate and recommend products.   
 
Ensure all servers have the latest virus protection, operating system and application updates.   
 
Proactively monitor network and systems security, intrusion detection, access-based audit logging and 
verification of system integrity and availability. 
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Network Administrator – page 2 
 
Essential Duties and Responsibilities – continued 
 
Upgrade, maintain and administer telephone systems and their related components; manage phone 
system users, voicemail, and security.   
 
Monitor, troubleshoot and resolve telecommunications issues. 
 
Develop data backup and recovery strategy and perform daily backup of all critical departmental and 
Agency files, databases and applications.   
 
Assist and serve as backup to the Senior Network Administrator in the execution of all IT infrastructure 
management, administration and maintenance duties. 
 
Ensure timely resolution/referral of user problems by understanding the impact to the user and by 
assigning an appropriate priority.  
 
Research, recommend and implement automated approaches to address Agency requirements. 
 
Maintain and update an accurate IT asset inventory. 
 
Maintain tracking system to log requests, monitor progress, track problem resolution, identify patterns of 
failure and research bug fixes and implement solutions; communicate with manager regarding 
unresolved problems. 
 
Work with vendors to resolve hardware, operating system and telecommunications issues. 
 
Communicate with coworkers, management, staff, the general public, and others in a courteous and 
professional manner. 
 
Conform with and abide by all regulations, policies, work procedures and instructions. 
 
Respond promptly when returning telephone calls, e-mails and inquiries. 
 
Act, dress, and behave in a professional manner to reflect a positive image of the SFRTA 
 
Knowledge, Skills and Abilities Required:  
 
Requires technical network knowledge of the:  Windows Server and Desktop versions, DNS, Active 
Directory, Networking, WINS, TCP/IP, DHCP, SMTP, Cisco routers and switches. 
 
Must possess the ability to learn new technologies, techniques and solve problems quickly and 
completely. 
 
Must have an extensive background and thorough understanding of LAN/WAN and telecommunications 
theory and the practice of LAN/WAN administration. 
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Network Administrator – page 3 
 
Knowledge, Skills and Abilities Required – continued 
 
This position requires extensive, progressively responsible, hands-on experience  with the following:  

advanced LAN/WAN operations,  
operating systems,  
firewalls (specifically SonicWall) and security, 
policy and administration concepts,  
network topologies,  
communications protocols,  
server, client and network operating systems 
protocol analyzers and remote monitoring tools 
set up and administration of network storage 
intrusion detection and prevention configuration and administration 

 
Ability to identify, analyze and troubleshoot a wide range of complex technical computer- and network-
related problems effectively. 
 
In-depth knowledge of MS Server and client operating systems, Active Directory, Exchange, SQL, 
Microsoft Office, TCP/IP, and IP Subnetting is required. Thorough knowledge of Cisco products and 
VMware/vitualization is required. 
 
Listen and communicate information to various end-users and vendors of all skill levels.  
 
Deliver customer support both in-person and over the phone in a professional manner. 
  
Requires strong team orientation with excellent written, oral and interpersonal communications skills. 
 
Requires valid Florida driver’s license and a good driving record. 
 
Ability to learn new technology quickly with minimal training. 
 
This position requires the ability to lift up to 50 pounds, work in tight areas (i.e. under desks and in back 
of servers), and to climb a ladder. 
 
Ability to communicate well orally and in writing. 
 
Ability to analyze data and prepare reports. 
 
Ability to understand and carry out complex oral and written instructions. 
 
Ability to interact professionally and maintain effective working relationships with superiors, 
coworkers, government officials, and the public. 
 
Ability to work in a fast paced, automated environment with many interruptions. 
 
Ability to be flexible and juggle many projects at the same time. 
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Knowledge, Skills and Abilities Required – continued 
 
Ability to work long and unusual hours when necessary. 
 
Interacting comfortably with all levels of staff in the organization. 
 
Working efficiently in a stressful environment. 
 
Computer Equipment and Software Requirements:  
 
Hardware knowledge:  PCs; Servers; Laptops and tablets;  Printers/Copiers; Cisco routers, switches and 
WiFi; Cisco Call Manager 8 Phone Systems; Digital A/V equipment; Network and Telecommunications 
test equipment; SonicWall firewalls preferred. 
 
Software Knowledge:  Microsoft Windows Server; Windows XP Professional and Windows 7; MS SQL 
Server; Firewall and Security; IIS; Backup utilities; Blackberry Server; Anti-Virus and Anti-SPAM; 
Microsoft Office products; Network Management Tools. 
 
Education and Experience Required: 
  
Requires a Bachelor’s degree in Management Information Systems, Computer Science or related field 
plus a minimum of five years in Networking Administration, Maintenance or related experience or any 
equivalent combination of related training and experience. MCSE or CCNA preferred. 
 
This position description in no way states or implies that these are the only duties to be performed by the 
employee(s) incumbent in this position.  Employee(s) will be required to follow any other job-related 
instructions and to perform any other job-related duties requested by any person authorized to give 
instructions or assignments. 
 
This position description has excluded the marginal functions of the position that are incidental to the 
performance of essential job duties.  All duties and responsibilities are essential job functions and 
requirements and are subject to possible modification to reasonably accommodate individuals with 
disabilities.  To perform this job successfully, the employee will possess the skills, aptitudes, and 
abilities to perform each duty proficiently.  Some requirements may exclude individuals who pose a 
direct threat or significant risk to the health or safety of themselves or others.  The requirements listed in 
this document are the minimum levels of knowledge, skills, and abilities. 
 
This document does not create an employment contract, implied or otherwise, other than an “at will” 
relationship. 
 


